- e} CPNI Certifi

EB Docket 06-36-
Annual 63.200%e) CPNE Centiticazion for: 20 vering the pri r 2011
1. Data filac: 01062011
2, Name of company covered by this certification: Custoen Tel 1.1C
Y. Fuoem £69 Filer ID: 826680
4, Name of signatary: Daniel L Coloney
5. Ttk of sipratory: President
6. Certification:

I. Daniel i..Coloney _, certify that [ am an officer of Custom Te! LLC | being its President, (the
company namad sbove, herein refomed 0 ax “the company™), and acting as an agent of the company, ;
that | have personal knowledge that the company has estblished operating pracedurcs that are
adequate fo ensure compliance with the Commission’s CPNI rules. See 47 CF.R. 8: 642001 ¢ gy,
which is & subpart W ineplement gection 232 of the Commupnications Act of 1934 as amended. 47
USC IR

Aftached 1o this certification is an accompanying statement sxplaining how the company's
procedures ensurc that the compasy is in compliance with the requirements st farth in section
64 2001 et seq. of the Commzssion’s rules. See attached acoompanying stotement for details.

The company has mot taken awy actions (i.¢. proceedings institwted or petitions filed by a
company at either state commissions, the court system, or at the Commission apainst dsta brokers)
apaimst data brokers in the past vear,

urssuthorized m-icmofCHIL

ity m the past year conceming the

The company represests and warrands that the above certification is consistent with 47 CF.R. §
|17 which requires truthful and accurate statements o the Commission. The company also
acknowledges that false statements and misrepreseatations o the Commission are punishable under
Tithe |8 of the 1.8, Code and may subject il Lo enforcement action.

Aftachments: Accompanying Statement explaining CPN| procedures
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The company has not received amy customer complaiods in the past vear oonceming the
unauthorized redease of CPNI and the company has reccived 0 number of customer
complaints received relaled to wnawthorized access to CPNIL, bul coe (1) ingident of
unautborized disclosure of CPNL broken down by category or complaint as follows:

(1. Instances of smproper nccess by employees:

(2). Instances of improper disclosure to individusls sot m{hmud to recerve the
infarmation: 0 Complaints

(3). Instances of improper aecess to online information by individuals not authorized
o view the information: 0 Complaints

If it was affirmative, above, the company would have provided sommasy of all customer
complaings received in the past yesr conceming the unauthorized releass of CPNL

The company is aware of “implementation of the Telecommumicatioas Act of 1996
Telecommunications Camiers’ Use of Customer Proprietary Network Information and Other
Customer Infarmation; |P-Enshled Services, CC Dacket No. U-115; WO Docket No. 04-36,
Feport and Order and Forther Motike of Froposed Rulemaking, 22 FCC Red 8927
(007K “EMIC CPNIT Ovder™). See 47 10.8.C. 8: 2227,

(1n “A telecommunications carrict must have an officer, as an agent of the carrier, sign
and file with the Commission a compliance contificale on an armual basis.

{21 That the officer must stete in the certification thae be or she has persomal |

knowledge that the compary has established operatimg procedures thal amc i
adequate 1 ensure compliance with the rules in this subpart.

(3 Ihal the camier musl provide & statemont sccompenyiog the certificagion
explaineng how its operating, procedures ensure that it is o is st in compliange
with the rules in this subpart.

(4) That the carmer muost inchide an explanaticn of any acticns taken against Jdala
brokers asd a summary of all customer complaings received in the past year
comcerning the unauthorized release of CPNL

(3. That this filing must be made annually with the Enforcement Burcae on or before
March 1 in EB Dockear Ne. 06-36, for data pertaining to the previoas calesdar
year.”
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The following are the measures put im place by the carmer (herein referred to as “the
company™ ) 0 prstect CPNT feom pretexting. The company understands that the thres
common tvpes of “pretexting” ure identity theft, selfing persenal data for profit without
autherization by the owner or using some sther method for smooping for information
whose relense was not wuthorized by the owner of the information,

L

1L

Attached Accompanying Statement

Pretexting vis identify theft
(A) Identify theft via theft of physical hardware contsining CPNI Uats
Guarding Measures:

The company utilives physical security such as Jocks and security
surveillamce to protect physical hardware and Emits physical access fo
autherized personoel, Alse, certain portable hardware such as laptops
have security featurcs that provide additional security,

(8). bdentify thell via hackimg/virtual intrusion of systems that carry CPNI
G Mres:
The company wtilizes security software to detect and prevent
saautharized access via hacking und other virtual methods.

Presexting via some other method for snooping for information whose release was

ook authoriaed by the gwner

(A) Snooping via social engineering’ impersonstion/ fabse sdestification
Goarding &m
The company ‘s customer service personnel (the individuals most Bkely
to be the targets of social emgincering) have specific policies that they
miwst fallow to identily that they are in contuct with the owner of the
CPNI data prior to discussing or revealing CPNIL.

{B). Snooping by persoane| pot authorized to access data
Gua Memsures:
The company limits access of CPNT to apthorized personned only.

Pretexting by selling CPNI for profit without authorization by the owner i
(AL Selling CPNI data hy the compeny with other companies '
Guarding Measyres:
The company does not share CPNI dota with other compamics for i
marketing und profil purposes.

(I3 Sharing CPNI data for profit'marketing purpases by the company with
sister companies, subsifuries, parenl companies UTJUUJ[ venture entibies.
Meus
See page 4 vo 7 for details (fems | o 18),
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Attached Accompanying Statemcnt

The following itams (1) to (18) are how the company guards CPNT against pre-texting in the foem
of selling CPNT for profit or marketing purposes by the company to ils sister companies,
subsidiaries, parenl companies or joirt vestare entities bul without authorization by the owner. In
the svent that the company was 0 sell or share CINI with its affiliazsd entities for marketing or
pmﬁl purpom. il would slnctly bl l:rv ll'u. ﬁ.ﬂlnmng pullms in compliance with FCU rules =

222 of the Commus 5 i ded 47 11S.C_ 222 (47 CF.R.

(i} : ‘I‘he mmpnn} dm.-s mot enthknm dnmhmm; or purrm! msto CFNI f-nr any marketing
purposes 10 amy persons, entities pamies outside of the company withowt the specific
eonsent of the customer that owns the TPNT data.

(2).  IF the compary withes 10 share CPNI with any subsidiaries or parent companies of the
company and the customer only subscribes to only 1 catepory of service offered by the
cumgpany, the company will sceure the conseal of the customer prior 1o gharing that CPNI
dsta with subsidéaries or parent compaides of the company.

(3% In most cases, Ube company will go 4 step above amd try to securs the consenl of the
customer to share CPNI data with subsidiarics and parent companies of the company,
regardless of whether customer subscribes to | or more then | type of service offered by
the comgany,

(4).  The company will not uiiltee, disclose or permit access to CPNI data to idencify o track
| customers that call comgeting service providers.

(5).  If the company requires castomer consent for utilizing, disclosiog vr pormitting access o
CPNI data, the company will obtain consent thromgh written, ol oe electronie methods,

{6).  The company understands that carmers that rely on oral approval shall bear the bunden of
proving that such approval has heen given in compliance with the Commission's rules.

(7).  The company has a policy in which any customer appeovals obtained for the use,
dischosing ve ulilization of CPNI data will remain = el until the customer revokes or
limits snch approval or disapproval.

(%), For all Opi-Chet and Opi-ln Approval Processes utiliced by the Company in which the
CPNI data 35 used for marketing commenications related services to that customer, the
compary will make that customer’s dats individually identifiable Lo the customes and state
the specific markating purpase that CPINI woukd be utilized.
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Attached i praL fement (co

(%), Prior m any sclicitation of the customer for approval, the compary provides notification 1w
the customer of the custamer’s mghts to restrict o vse of, disclosure of, and access w that
; customer’s CPNI,

{13), The company meairking reoords of ntificatica, whether ceal, writter or efectronic, for at
least ane year. The company provides individual notices to customers when soliciting
approval to use, disclose or permit aceess to custoaner's CPNIL

{11}, In cases where the compamy requests CPNI rebexse requests from the custoencr, the
company includes the folbonwing in s “Consent of Nodice™

I Sufficient infarmation to ensble the cussomer 1o make an informed decision &s
whether to permit the company to use, dischose or permit accoss 1o, the customeT's
CPNL

I Statement declaring that the customer has a right, and that the company has the
duty, under fud cral law, e proteat the contfidentiality of CPNI

NI Specific statement on that the types of mformation that constdue CPNI (as
defined im 64.2001) and the specific entities that will recetve the CPNI, describing
the purposes for wiich CPNI will be wsed, and inform the customer of his or her
right to disappeove those uses, and deny or withdraw secess o CPNI at anytimes,

. Starcment advising the customer of the precise steps the cusiomer misst take in
arder to grant or demy access fo CPNI, and clear statement rthat a denial of approval
will mar affect the provisian of any services to which the custoener subscribes, The
company alse provides a bricf siatement, in chear uad noutral language, describing
congoquences directly resulting from the lack of access o CPNL The company’s
aotification will be comprehensible and not be miskeading,

V. In ¢uscs where the company wileees written notification, thy motice will be clear,
legible, sufficiently large type and be placed in an area 50 as to be readily apparent
10 & CUStOmLer,

VI In the cvent thet the notification is to be translated into ancther langeag:, then all |
portions of the compamy's potification will be translated into that language. ‘

VII.  The company will not include in the notificabion amy siatement attsmpting @
encouTagE A customer o Mreeee third-party acvess 1o CPNL
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Attached Accom Statem cant.

(11).  ““Couserns of Notice'' (continwed from page 6...)
Vill. The notification will state that any approval, or dezial of approval for the use of
CPNT outside of the service to which the customer already subscribes from the
company is valid uwstil the customer alTirmatively revokes o limits such approval
ov denial.

IX.  The company’s solicitation for approval will state the customer's CPN| rights
{defined in 47 C.F.R. §: 642001 1o 642011 et seqp.).

(123, All of the company s notices specific 1o Opt-Cut option will be provided via electronic or
written notification, The company will not wilize purely oral notification.

{13). The compamy must wait 2 minimem of 30 days aficr gving customer notice and an
oppartanity 1o opt-out before assuming cuslomer approval 1o use, disclose, or permit access m
CPNL. The company may, in its discretion, provide for & fonger period for notification and
opportanity for opt-cul optivn. The company does notify customers as o the applicable waiting
period for response belore approval 1s assumed. The company also abides by the following as far as
minimum waiting period,

{14).  Thc company’'s apt-oet mechanism will provide natices 1o the customer every two years:

(15),  The company’s ¢-mail hased opi-nut natices will comply with the following requirements
ir addition to the requirements generally applicable to notification:
L The company will obtain express, verifiable, prior opproval from the customer to
send notices via e-mail reganding their service ip gemeral, or CPN] in particular,

1. The company will allow customers t reply dirsctly to e-mails containing CPNI
notices in order to opt-out.

M. Opt-out e-mail notices refurned to the company as undeliverable must be sent
the customer m another form before the company may consider the customer 1o
have received natice.

V.  Camers that use e-mail to send CPNI notices must enswne that the subject line of
the message clearly and sccurately identifics the suliject matter of the e-mail.

i Telecommunications carrers must make available ta every cusiomer a method to
opt-out that is of no additional cost to the customer and that is availahle 24 hours a
day, seven davs a week. Camiors may satisly this requirement through a
combmatica of methods, so long as all customers have the ahility 10 opt-cut at no
cost and arv abl; to cffectuate that choios whenever they choose.
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Attached Accompan t (comt

(16).  In terms of the company’s Opt-in method, the company wall provide notification to obtain
opt-in appeoval through ord, written or electronic meshods, with all ssch methods complying with
applicable items listed prior in this attachment,

(172 In One-lime Use of CPNL the customer recognizes that it may use oral notices to obifain
limited, one-time use of CPNI for inbound and cutbeund customer telephaome contacts for the
duration of the call, repardless of whether the company use opt-out or opt-in approval based on the
nature of the contact. However, the company will not utilize oral consent and as such, will wilize |
gither written of electronsc notification and consent methods.

(18). The company will easure that all natificarions will comply with the requirements listed
ahove bt recognizes that under FCC CPNI rules enable the company to omit any of the following
notice pmummrfmtnele-amwuw timited use for which the company seeks CPNI;
Under the spplicsble FCC CPNI rules, The company recopnizes that it will pat
read 1o advise customers that if they opted-out previously, no action is needed to
maintzin the opt-out ¢lection.

. The company also recopnizes that it need not advise customers that they may share
CPNI with the affiliates or thind parties and nead not mame those entities, if the
lmited CPNI usape will pot result in use by, or disclosure to, an affiliats or third

party.

. The company recogniecs that it need nof disciose the means by which a customer
cam demy or withdraw future scoess 10 CPNI sa long &5 the company explains 1o
customers that the scope of the approval the carrier seeks is fimited to ome-ime
use,

IV. The company recognizes Lhat it may omut disclosure of the precise steps a
customer mast take in order fo grant or desy access fo CPNI, as long as the
company clearly communicaics that the customer can deny access 10 his CPNT for
the calf,
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